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Preface

Motivation
A central line of work in theoretical cryptography is to provide formal (and strong) def-
initions of security for cryptographic primitives, and then provide constructions, based
on general computational complexity assumptions (such as the existence of one-way or
trapdoor functions), that satisfy the definitions in question. The value and difficulty of
such “foundational” work is acknowledged and manifest.

This work presents a generic framework for constructing efficient ring signature schemes
through novel cryptographic abstractions. Introduced by Rivest, Shamir, and Tau-
man [RST01] as an extension of group signatures [CVH91], ring signatures enable users to
sign messages on behalf of dynamically formed groups while preserving signer anonymity
within the ring ρ. This primitive has found widespread adoption in blockchain systems
(Monero, Bytecoin), electronic voting, and privacy-preserving protocols.

While numerous constructions exist under number-theoretic assumptions [BSW02,Nao02,
AOS02,?,BGLS03], recent research focuses on post-quantum alternatives. Lattice-based
schemes [BK10, AMBB+13, LLNW16, BLO18, ESS+19, BKP20, LNS21] dominate this
space, with proof system-based approaches [ESS+19, BKP20, LNS21] achieving asymp-
totic signature sizes ofO(log |ρ|). However, these come with substantial overhead—concrete
implementations range from 16 KB (|ρ| ≤ 32) to 22 KB (|ρ| = 225). Notable existing
schemes include GANDALF (optimized for small rings) [GJK24], RAPTOR [LAZ19] (2.5 KB
for |ρ| = 2), and DualRing [YEL+21] (optimal for 4 ≤ |ρ| ≤ 439).

We introduce an additional abstraction layer through Ring Trapdoor Functions (RTDFs)
for three key reasons:

1. Foundational Insight: Enables fine-grained analysis of ring signature compo-
nents and their security dependencies

2. Modular Improvement: Permits black-box enhancements (e.g., ring size scal-
ing) without protocol redesign

3. Primitive Reusability: Provides building blocks for other anonymity-preserving
cryptosystems

1



2 CONTENTS

While the paper [BK10] first proposed ring trapdoor functions, our RTDF formulation
offers greater flexibility. The BK10 definition of ring trapdoor functions, while foun-
dational, imposes structural constraints that limit its generality and fail to capture
constructions like GANDALF.
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Introduction

1.1 Notations
We write s

$←− S to denote the uniform sampling of s from the finite set S. For an
integer n, we define [n] := {1, . . . , n}. The notation JbK, where b is a boolean statement,
evaluates to 1 if the statement is true and 0 otherwise. We use uppercase lettersA,B, C,D
to denote algorithms.

Unless otherwise stated, algorithms are probabilistic, and we write (y1, . . .) $←− A(x1, . . .)
to denote that A returns (y1, . . .) when run on input (x1, . . .). We write AB to denote
that A has oracle access to B during its execution. For a randomized algorithm A, we use
the notation y

$←− A(x) to denote that y is a possible output of A on input x. The sup-
port of a discrete random variable X is defined as supp(X) := {x ∈ R | Pr[X = x] > 0}.
For two polynomials f, g, we denote the polynomial multiplication of f and g by f ∗ g.

1.2 Preliminaries
Functions. We use functions to describe mappings between sets. A function f : X →
Y maps each element x ∈ X to a unique element y ∈ Y . The set X is called the domain
of f , and the set Y is called the codomain. The value of f at x is denoted by f(x).

A function is said to be:
• Injective (one-to-one) if for all x1, x2 ∈ X, f(x1) = f(x2) implies x1 = x2.

• Surjective (onto) if for every y ∈ Y , there exists x ∈ X such that f(x) = y.

• Bijective if it is both injective and surjective, i.e., a one-to-one correspondence
between X and Y .

A function f is called efficiently computable if there exists a deterministic polynomial-
time algorithm that, given x ∈ X, outputs f(x). We often consider function families
{fk} parameterized by a key k. If fk : X → Y , then fk denotes the function obtained
by fixing key k. In cryptographic contexts, such keys are often sampled uniformly at
random from some key space K.

3



4 1. INTRODUCTION

Probabilities. We collect a number of basic definitions and simple facts about prob-
abilities.

Let A and B be events in some discrete probability space.

• Complementary event. ¬A = A denotes the event that A does not happen,
i.e., Pr[¬A] = 1− Pr[A].

• Conditional probability. If Pr[B] > 0, then

Pr[A | B] := Pr[A ∧B]
Pr[B]

denotes the probability that A happens conditioned on the event that B already
happened.

• Independence. A and B are independent events if

Pr[A ∧B] = Pr[A] · Pr[B].

• Union Bound (Boole’s inequality).

Pr[A ∨B] ≤ Pr[A] + Pr[B].

More generally,
Pr
[∨

Ai

]
≤
∑

Pr[Ai].

• Total probability.

Pr[A] = Pr[A ∧B] + Pr[A ∧ ¬B] = Pr[A | B] · Pr[B] + Pr[A | ¬B] · Pr[¬B].

Algorithms. If A is a set, then a
$←− A denotes picking a from set A according to the

uniform distribution.
An algorithm A is a probabilistic Turing machine which is usually specified using

pseudo-code. We say that A is a probabilistic polynomial-time (PPT) algorithm if its
running time is bounded by a fixed polynomial in its input size. If b is a string, then
a

$←− A(b) denotes the output of algorithm A when run on input b. Note that a is a
random variable whose distribution is induced by algorithm A. (If A is deterministic,
then a is a fixed value and we write a := A(b).) The expression A(a) ⇒ b denotes the
event that algorithm A outputs b on input a. We are usually interested in Pr[A ⇒ 1],
the probability that A(a) outputs 1.

Adversaries A, oracles O, and procedures P are used as synonyms for algorithms.
We use the different terms only to refer to different contexts.

Let A be an adversary and let π(·) be an oracle. Then Aπ(·) denotes that adversary
A has oracle access to π(·), i.e., A can make an arbitrary number of queries xi to its
oracle that are answered with π(xi).
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Security Games. We use standard code-based security games [BR04]. A game G is
a probability experiment in which an adversary A interacts with an implicit challenger
that answers oracle queries issued by A. The game G has one main procedure and an
arbitrary amount of additional oracle procedures which describe how these oracle queries
are answered.

We denote the (binary) output b of game G between a challenger and an adversary A
as G(A)⇒ b. A is said to win G if G(A)⇒ 1, or shortly G ⇒ 1. Unless otherwise stated,
the randomness in the probability term Pr[G(A) ⇒ 1] is over all the random coins in
game G.

If a game is aborted, the output is either 0 or a random bit b in case of an indis-
tinguishability game, i.e., a game for which the advantage of an adversary is defined as
the absolute difference of winning the game to 1

2 . To provide a cleaner description and
avoid repetitions, we sometimes refer to procedures of different games. To call the oracle
procedure Oracle of game G on input x, we shortly write G.Oracle(x).

Lattice-based cryptography. Lattice-based cryptography relies on the computa-
tional hardness of certain problems in high-dimensional lattices, such as the Shortest
Vector Problem (SVP) and the Learning With Errors (LWE) problem. These founda-
tions enable post-quantum secure cryptographic constructions.
Definition 1.2.1 (Lattice). For any set of linearly independent vectors B = {b1, . . . ,bn} ∈
Rm×n, the lattice generated by B is defined as:

L = L(B) :=
{

n∑
i=1

z[i]bi | z[i] ∈ Z
}
.

Here, n is called the rank of the lattice and m is the dimension. A lattice can have
infinitely many bases. B is called a basis of L if L = L(B).
Definition 1.2.2 (NTRU Lattice). Let N = 2k for k ∈ Z, q prime, f, g ∈ R =
Z[X]/(XN + 1), and h = g ∗ f−1 mod q. The NTRU lattice parameterized by h and q
is a lattice of volume qN in R2N in the coefficient embedding of the following module

Λh,q := {(u, v) ∈ R2 : u ∗ h+ v = 0 mod q}.

Equivalently, for R = Z[X]/(XN + 1), an NTRU lattice is a full-rank submodule
lattice of R2 generated by the columns of a matrix of the form

Bh =
[

1 0
h q

]
for prime q and some h ∈ R coprime to q. A trapdoor for this lattice is a relatively short
basis

Bf,g =
[
f F

g G

]
where the basis vectors (f, g) ∈ R2 and (F,G) ∈ R2 are not much larger than

√
detBh =√

q and f ∗G− g ∗ F = q.
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Norms. For a polynomial f ∈ Rq = Zq[X]/(XN +1), let f ∈ ZN
q denote the coefficient

embedding of f , and fi ∈ Zq the i-th coefficient. For an element fi ∈ Zq, we write |fi|
to denote |fi mod q|. Let the ℓ2-norm for f = f0 + f1X + . . . + fN−1X

N−1 ∈ Rq be
defined as ∥f∥2 :=

√∑N−1
i=0 |fi|2.

For polynomials f1, . . . , fk ∈ Rq, we use the notation

∥(f1, . . . , fk)∥2 :=

√√√√N−1∑
i=0

(|f1,i|2 + . . .+ |fk,i|2).

Discrete Gaussian Distribution over Λ. For any standard deviation s > 0, the n-
dimensional Gaussian function ρs,c : Rn → (0, 1] on Rn centred at c ∈ Rn with standard
deviation s is defined by

ρs,c(x) := exp
(
−∥x− c∥22

2s2

)
.

For any c ∈ Rn, s ∈ R+, and lattice Λ, the discrete Gaussian distribution over Λ is
defined as

∀x ∈ Λ, DΛ,s,c := ρs,c(x)∑
z∈Λ ρs,c(z)

.

We omit the subscript c when the Gaussian is centred at 0 and subscript Λ when the
Gaussian is over Zn.

Ring Learning With Errors (RLWE). Let R := Z[X]/(XN +1). The Ring Learn-
ing With Errors problem relative to the NTRU trapdoor algorithm TpdGen with param-
eters m, q, α > 0 and s ≥ 0 is defined via the game R-LWE, depicted below. We define
the advantage of A in R-LWE as

AdvR-LWE
m,q,α,s,A :=

∣∣∣∣Pr [R-LWEm,q,α,s(A)⇒ 1]− 1
2

∣∣∣∣ .
Game R-LWEm,q,α,s(A)

1: b $←− {0, 1}
2: u $←− DZN ,s

3: for i ∈ [m] do
4: (hi, ·)← TpdGen(q, α)
5: v

$←− DZN ,s

6: if b = 0 then
7: zi := u ∗ hi + v
8: else
9: zi

$←− Rq

10: end if
11: end for



1.2. PRELIMINARIES 7

12: b′ $←− A ((h1, z1), . . . , (hm, zm))
13: return [b = b′]

Inhomogeneous Ring Short Integer Solution Problem (R-ISIS). Let R :=
Z[X]/(XN + 1). The Inhomogeneous Ring Short Integer Solution problem relative to
the NTRU trapdoor algorithm TpdGen with parameters m, q > 0 and α, β > 0 is defined
via the game R-ISIS, depicted below. We define the advantage of A in R-ISIS as

AdvR-ISIS
m,q,α,β,A := Pr [R-ISISm,q,α,β(A)⇒ 1] .

Game R-ISISm,q,α,β(A)
1: for i ∈ [m] do
2: (hi, ·)← TpdGen(q, α)
3: end for
4: c $←− Rq

5: (u1, . . . , um, v) $←− A(h1, . . . , hm, c)
6: return

[∑
i∈[m] hi ∗ ui + v = c ∧ ∥(u1, . . . , um, v)∥2 ≤ β

]
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One-Way Functions and
Signature Schemes

One-way functions (OWFs) are a fundamental building block in cryptography, serving
as the basis for various cryptographic primitives, including digital signatures. In this
chapter, we will explore the definition of one-way functions, their properties, and their
role in constructing secure signature schemes. We will also discuss Rompel’s foundational
work that established the necessity and sufficiency of one-way functions for secure digital
signatures.

2.1 Definition of One-Way Functions

2.1.1 Syntax

A one-way function (OWF) is defined by two algorithms (Gen,Eval):

a
$←− Gen(1κ): Given a security parameter κ, the probabilistic generation algorithm

outputs a function description a, defining a function fa : D → R.

y ← Eval(a, x): The deterministic evaluation algorithm computes y = fa(x) for
x ∈ D.

2.1.2 Properties

1. Correctness: An OWF is δ(κ)-correct if for all κ ∈ N and a
$←− Gen(1κ):

Pr [Eval(a, x) ̸= fa(x)] ≤ δ(κ).

2. One-Wayness: For any PPT adversary A, the advantage function of A in break-
ing the one-wayness of fa is defined as:

AdvOWF
A (κ) := Pr

[
OWFA(κ) = 1

]
,

8



2.2. DEFINITION OF SIGNATURE SCHEME 9

where the security experiment OWFA(κ) is:

Game OWFA(κ)
1: a $←− Gen(1κ)
2: x $←− D
3: y ← Eval(a, x)
4: x′ $←− A(a, y)
5: return 1 if Eval(a, x′) = y, else 0

2.2 Definition of Signature Scheme

Signature schemes are cryptographic primitives that allow a user to sign messages, pro-
viding authenticity and integrity. A signature scheme consists of three algorithms: key
generation, signing, and verification.

2.2.1 Syntax

A signature scheme is a tuple S = (Gen, Sign,Ver) of ppt algorithms such that:

• Gen(1κ): On input security parameter κ, the key generation algorithm outputs a
public key pk and a secret key sk.

• Sign(sk, µ): Given a secret key sk and a message µ ∈M (whereM is the message
space), outputs a signature σ ∈ {0, 1}∗.

• Ver(pk, µ, σ): Given pk, message µ, and signature σ, outputs 1 (accept) or 0 (re-
ject).

2.2.2 Security

1. Correctness: For all κ ∈ N, (pk, sk) $←− Gen(1κ), and µ ∈ M, the signature
scheme satisfies:

Pr [Ver(pk, µ, Sign(sk, µ)) ̸= 1] ≤ δ(κ)

where the probability is over Gen and Sign’s randomness.

2. Existential Unforgeability (EUF-CMA): For any ppt adversary A, the ad-
vantage is defined as:

AdvEUF-CMA
S,A (κ) := Pr

[
EUF-CMAA(κ) = 1

]
where the security experiment EUF-CMAA(κ) is defined as follows:
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Game EUF-CMAA(κ)
1: (pk, sk) $←− Gen(1κ)
2: Q ← ∅
3: (µ∗, σ∗) $←− ASignO(·)(pk)
4: return [[Ver(pk, µ∗, σ∗) = 1 ∧ µ∗ /∈ Q]]

Oracle SignO(µ)
1: σ $←− Sign(sk, µ)
2: Q ← Q∪ {µ}
3: return σ

The probability is taken over (pk, sk) $←− Gen(1κ), A’s randomness, and SignO’s
responses.

2.3 Rompel’s Signature Framework
The foundational work of Rompel [Rom90] established that the existence of one-way
functions (OWFs) is both necessary and sufficient for constructing signature schemes
secure against existential forgery under adaptive chosen-message attacks (EUF-CMA).
This result resolves a long-standing open problem in theoretical cryptography, showing
that OWFs—a minimal cryptographic primitive—are the sole requirement for achieving
the strongest notion of signature security.

Rompel’s framework proceeds in two key stages:

1. Necessity: Any EUF-CMA-secure signature scheme implies the existence of OWFs.

2. Sufficiency: A generic construction of signatures from any OWF, via a novel
transformation to one-way hash functions.

The construction leverages a series of carefully designed function families to amplify
weak security properties into full-fledged EUF-CMA security. Below, we formalize these
results and their proof techniques.

Theorem 2.3.1. The existence of a signature scheme secure against existential forgery
under adaptive chosen message attacks implies the existence of one-way functions.

Proof. Let S = (Gen, Sign,Ver) be a secure signature scheme. Define function f as:

f(1κ) = pk where (pk, sk)← Gen(1κ)

Assume f is not one-way. Then there exists a PPT adversary A that inverts f with
non-negligible probability. This adversary could:
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1. Given pk, compute sk′ ← A(pk) such that (pk, sk′) is a valid key pair

2. Forge signatures using sk′, violating S’s security

Thus, f must be one-way.

The paper also provides a construction of a signature scheme from any one-way
function. The construction is based on the idea of using the one-way function to create
a hash function, which is then used to sign messages. The key idea is to use the one-way
function to create a pseudorandom generator that can be used to generate signatures.

2.4 Conclusion
While Rompel’s result remains foundational in establishing the minimal cryptographic
assumptions required for digital signatures, its practical use is limited. As a result, real-
world systems rely on trapdoor functions (TDFs).

This dichotomy arises from the efficiency gaps between OWF-based and TDF-based sig-
nature schemes. OWF-based signatures (e.g., hash-based schemes) produce signatures
that grow linearly with the security parameter. In contrast, TDF-based schemes like RSA
and ECDSA yield constant-size signatures. OWF-based schemes require polynomial-
time verification (e.g., Merkle tree traversals), while TDFs enable constant-time checks
via algebraic operations. OWF constructions need heavy precomputation during key
generation, unlike TDFs, which support efficient trapdoor sampling.

The following chapter will formally define trapdoor functions and analyze their role
in developing efficient, deployable signature schemes.
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Trapdoor Functions

This chapter introduces the concept of trapdoor functions (TDFs) and their application
in constructing signature schemes. TDFs are a fundamental building block in cryptog-
raphy, enabling secure communication and authentication. The key idea behind TDFs
is that they are easy to compute in one direction (using the public key) but hard to
invert without a special piece of information (the trapdoor). This property is crucial for
creating secure digital signatures, which allow users to sign messages in a way that can
be verified by others without revealing the signing key.

3.1 Definition of Trapdoor Functions

3.1.1 Syntax

A trapdoor function (TDF) scheme consists of the following polynomial-time algorithms:

• Gen()→ (a, t): Generates a public function index a and trapdoor t.

• Eval(a, x)→ y: Evaluates the function fa : Da → Ra on input x, outputting y.

• Inv(t, y)→ x: Inverts y using trapdoor t to recover x.

3.1.2 Properties

1. Correctness: A TDF scheme is said to be correct the inversion algorithm always
recovers the original input when given the trapdoor. Formally:

Pr


(a, t)← Gen(),
y ← Eval(a, x),
x′ ← Inv(t, y) :
x′ = x

 = 1.

This must hold for all x ∈ Da, where Da is the domain of function fa.

12
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2. One-Wayness: The scheme is one-way if no PPT adversary can invert a randomly
evaluated point without the trapdoor. This is formalized through the following
security game TDF-OWA

Game TDF-OWAA():
1: (a, t)← Gen()
2: x $←− Da

3: y ← Eval(a, x)
4: x′ ← A(a, y) |
5: return Eval(a, x′) = y

The advantage of an adversary A is defined as:

AdvTDF-OW
A () = Pr [TDF-OWAA() = 1]

where the probability is taken over the randomness of Gen, the choice of x, and
A’s randomness.

A TDF scheme is one-way secure if for all PPT adversaries A, there exists a
negligible function negl such that:

AdvTDF-OW
A () ≤ negl().

3. Trapdoor Property: There exists a PPT algorithm B such that:

Game TDF-TPB():
1: (a, t)← Gen()
2: x $←− Da

3: y ← Eval(a, x)
4: x′ ← B(a, y, t)
5: return Eval(a, x′) = y

The adversary B is given the trapdoor t and the output of the function fa on a
random input x. The goal of B is to find a preimage x′ such that Eval(a, x′) = y.
The trapdoor property is satisfied if the probability of B succeeding in this game
is non-negligible. Formally, the advantage of an adversary B is defined as:

AdvTDF-TP
B () = Pr [TDF-TPB() = 1]

where the probability is taken over the randomness of Gen, the choice of x, and
B’s randomness.
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3.1.3 Lattice Trapdoors

Recall that
Λ⊥(A) = {z ∈ Zm : Az = 0 (mod q)}

is a rank-m lattice. A lattice trapdoor for a matrix A ∈ Zn×m
q is a short basis for the

lattice Λ⊥(A). More generally, a set of short linearly independent vectors in Λ⊥(A)
suffices. More explicitly:

Definition 3.1.1 (Lattice Trapdoor). A matrix T ∈ Zm×m is a β-good lattice trapdoor
for a matrix A ∈ Zn×m

q if

1. Each column vector of T is in the (right) mod-q kernel of A, namely, AT = 0
(mod q);

2. Each column vector of T is short, namely for all i ∈ [m], ∥ti∥∞ ≤ β; and

3. T has rank m over R.

Note that the rank of T over Zq can be no more than m − n; so, at first sight, the
first and the third conditions may appear to be contradictory. However, the fact that
we require the real rank over T to be large is the crucial thing here. This is related to
why Λ⊥(A) as a lattice has rank m, even though as a linear subspace of Zm

q has rank
only m− n. Another way to look at T is that each of its columns is a homogeneous SIS
solution with respect to A.

3.1.4 Signature Scheme based on Lattice Trapdoors

Here is a simple digital signature scheme.

• The key generation algorithm samples a function together with a trapdoor. This
would be A and T. The public key is A and the secret key is T.

• To sign a message m, first map it into the range of the function, e.g., by hashing it.
That is, compute v = H(m). The signature is an inverse of v under the function
gA. That is, a short vector e such that Ae = v (mod q). This is guaranteed by
the surjectivity of the function gA.

• Verification, given a message m, public key A and signature e, consists of checking
that Ae = H(m) (mod q) and that ∥e∥∞ ≤ m2.

Unforgeability (given no signature queries) reduces to SIS in the random oracle model,
i.e., assuming that H is a random oracle.

However, given signatures on adversarially chosen messages (in fact, even random mes-
sages), this scheme is broken. The key issue is that there are many inverses of H(m),
and the particular inverse computed using a trapdoor T leaks information about T.
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Collecting this leakage over sufficiently many (polynomially many) signature queries en-
ables an adversary to find T, allowing her to forge signatures at will going forward.
The fundamental difficulty seems to stem from the fact that the inversion procedure is
deterministic!

To mitigate the difficulty, we need a special kind of inverter: a “pre-image sampler”;
that is, it is given the trapdoor T and produces a “random” pre-image. More precisely,
we need the following distributions to be statistically close (computational indistin-
guishability is fine, but we will achieve statistical closeness):(

A← Zn×m
q , e← DZm,s,v := Ae (mod q)

)
≈s

(
A← Zn×m

q , e← PreSamp(A,T,v),v← Zn
q

)
3.2 Pre-Samplable Trapdoor Functions
We first define preimage sampleable (trapdoor) functions using a tuple of probabilistic
polynomial-time algorithms (TrapGen, SampleDom, SamplePre). A collection of one-way
preimage sampleable functions satisfies the following properties:

1. Generating a function with trapdoor: TrapGen(1n) outputs (a, t), where a
describes an efficiently computable function fa : Dn → Rn (for some efficiently
recognizable domain Dn and range Rn depending on n), and t is the trapdoor
information for fa.

2. Domain sampling with uniform output: SampleDom(1n) samples x from some
(possibly non-uniform) distribution over Dn, such that the distribution of fa(x) is
uniform over Rn.

3. Preimage sampling with trapdoor: For every y ∈ Rn, SamplePre(t, y) samples
from the conditional distribution of x ∼ SampleDom(1n), given that fa(x) = y.

4. One-wayness without trapdoor: For any probabilistic polynomial-time algo-
rithm A, the probability that A(1n, a, y) ∈ f−1

a (y) ⊆ Dn is negligible. The proba-
bility is taken over the choice of a, the uniform random selection of y ∈ Rn, and
the randomness of A.

Trapdoor permutations (with uniform distribution over the domain) satisfy this defini-
tion since the output distribution is uniform and every point has a unique inverse.

The trapdoor functions we construct satisfy a slightly relaxed definition in which the
properties hold only statistically. Specifically:

• The properties hold with overwhelming probability over the choice of a.

• SampleDom(1n) outputs x ∈ Dn with overwhelming probability.
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• The distribution of fa(x) is only statistically close to uniform.

• SamplePre samples from a distribution over the preimages that is statistically close
to the prescribed conditional distribution.

3.3 Signature Scheme based on PSTF
The hash-and-sign paradigm for signature schemes operates as follows:

• The public verification key is a trapdoor function f .

• The signing key is the trapdoor f−1.

• To sign a message m, first hash m to some point y = H(m) in the range of f , then
output the signature σ = f−1(y).

• To verify (m,σ), check whether f(σ) = H(m).

3.3.1 Construction

A collection of collision-resistant PSFs can be constructed under the assumption that
the SIS problem is hard on average for appropriate parameters. For security, the signer
must release at most one preimage of a given point. The scheme operates relative to a
function H = Hn : {0, 1}∗ → Rn, modeled as a random oracle (where Dn and Rn are
the efficiently recognizable domain and range, respectively, for security parameter n).

• KeyGen(1n): Compute (a, t) ← TrapGen(1n), where a describes a function fa

and t is its trapdoor. The public key is a, and the private key is t.

• Sign(t,m): If (m,σm) is stored locally, output σm. Otherwise, compute σm ←
SamplePre(t,H(m)), store (m,σm), and output σm.

• Verify(a,m, σ): Accept if σ ∈ Dn and fa(σ) = H(m), otherwise reject.

3.3.2 Security Proof

Theorem 3.3.1. The signature scheme described above is strongly existentially unforge-
able under a chosen-message attack (EUF-CMA).

Proof. We start with an assumption that the underlying hash function is collision re-
sistant. We prove the security of this scheme via a reduction, demonstrating that if an
adversary A can break the existential unforgeability of the signature scheme, then we
can construct a poly-time adversary S that breaks the trapdoor collision-resistant hash
function, leading to a contradiction.

Given an index a describing a function fa, the adversary S runs A on the public key
a and simulates the random oracle H and signing oracle as follows. Without loss of
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generality, we assume that A queries H on every message m before making a signing
query on m:

• Simulation of H: For each distinct querym ∈ {0, 1}∗, S samples σm ← SampleDom(1n),
stores (m,σm), and returns fa(σm) as H(m). If H was queried previously on m,
S simply retrieves fa(σm) from storage.

• Simulation of the Signing Oracle: Whenever A makes a signing query on m,
S retrieves (m,σm) from storage and returns σm as the signature.

Now, assume that A outputs a forgery (m∗, σ∗). Since A is successful in breaking the
scheme, we know:

1. σ∗ ∈ Dn (i.e., the forged signature is in the domain).

2. fa(σ∗) = H(m∗).

Since A is required to query H on m∗ before producing the forgery, S must have already
sampled σm∗ ← SampleDom(1n) and stored (m∗, σm∗) with H(m∗) = fa(σm∗). Thus,
the adversary S now has a collision:

fa(σ∗) = fa(σm∗)

It remains to show that σ∗ ̸= σm∗ . There are two cases to consider:

1. Case 1: If A made a signing query on m∗, it received σm∗ as the signature. Since
(m∗, σ∗) is considered a forgery, we must have σ∗ ̸= σm∗ .

2. Case 2: If A did not make a signing query on m∗, then for the query to H on m∗,
S stored a tuple (m∗, σm∗) where σm∗ ← SampleDom(1n), and returned fa(σm∗)
to A. By the preimage min-entropy property of the hash family, the min-entropy
of σm∗ given fa(σm∗) (and the rest of A’s view, which is independent of σm∗) is
ω(logn). Thus, σ∗ ̸= σm∗ except with negligible probability 2−ω(log n).

We conclude that S outputs a valid collision in fa with probability negligibly close to
ϵ(n), contradicting the assumed collision resistance of fa. Thus, the signature scheme is
strongly existentially unforgeable under a chosen-message attack.

3.4 Conclusion
In this chapter, we introduced the concept of trapdoor functions (TDFs) and explored
their role in constructing cryptographic signature schemes. We also presented preimage
sampleable trapdoor functions (PSTFs), which enable the design of secure signatures
by allowing efficient sampling of valid preimages. The security of PSTFs relies on the
average-case hardness of the Short Integer Solution (SIS) problem.

Motivated by the idea that a functional-level abstraction of signature schemes allows
for clearer analysis and generalization, we next turn our attention to ring signatures.
This will naturally lead us to the construction and study of ring trapdoor functions.
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Ring Signatures

Ring signatures are a type of digital signature that allows a member of a group to sign
a message on behalf of the group without revealing which member signed it. It varies
from group signatures in that it doesn’t require a trusted group manager to issue the
signatures. This property is useful in scenarios where privacy and anonymity are impor-
tant, such as in voting systems or whistleblowing applications. The concept of ring has
since been widely studied and applied in various cryptographic protocols.

The name "ring" comes from the fact that the signature is generated using a set of
public keys, which can be thought of as forming a "ring" around the signer.

4.1 Definition of Ring Signatures

4.1.1 Syntax

A ring signature scheme RSig [GJK24] is given by four algorithms (Stp,Gen, Sgn,Ver).

par
$←− Stp(κ): Given an upper bound, κ > 1 , on the ring size, the probabilistic

setup algorithm Stp returns system parameters par, where par defines a message
spaceM. We assume that all algorithms are implicitly given access to the system
parameters par.

(pk, sk) $←− Gen: The probabilistic key generation algorithm returns a secret key
sk and a corresponding public key pk.

σ
$←− Sgn(sk, ρ,m): Given a secret key sk, a ring ρ = {pk1, . . . , pkk} such that

the public key pk corresponding to sk satisfies pk ∈ ρ and k ≤ κ, and a message
m ∈ M, the probabilistic signing algorithm Sgn returns a signature σ from a
signature space S.

b← Ver(σ, ρ,m): Given a signature σ, a ring ρ, and a message m, the deterministic
verification algorithm Ver returns a bit b ∈ {0, 1}.

18
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4.1.2 Properties

1. Correctness: RSig is δ(κ)-correct or has correctness error δ(κ) if ∀κ ∈ N, par $←−
Stp(κ), and {(pki, ski)}i∈[k] ∈ sup(Gen), and for any i ∈ [k] with k ≤ κ,

Pr [Ver(Sgn(ski, ρ,m), ρ,m) ̸= 1] ≤ δ(κ).

where ρ := {pk1, . . . , pkk}, and the probability is taken over the random choices of
Stp, Gen, and Sgn. We assume (w.l.o.g.) that there is a mapping µ from the space
of secret keys to the space of public keys such that for all (pk, sk) ∈ sup(Gen), it
holds that µ(sk) = pk.

2. Unforgeability: We will consider the strongest unforgeability notion for ring
signatures, i.e., “insider security” considered in [?]. Given a target set of public
keys ρ = {pk1, pk2, · · · , pkn}, there doesn’t exist an adversary that can forge a
signature σ∗ on a message m∗ and a ring ρ∗ ⊆ ρ. The adversary is also allowed
to make adaptive signing queries on a message mi and ring ρi, as long as the ring
contains at least one of the supplied keys from ρ (and hence the experiment knows
the corresponding secret key which is equivalent to having a corrupt “insider” in
the ring). We will consider the following two variants of unforgeability:

(a) Unforgeability under chosen ring attack (UF-CRA): The adversary is allowed
to make adaptive signing queries on a message mi and ring ρi, as long as the
ring contains at least one of the supplied keys from ρ.

(b) One-per-message Unforgeability under chosen ring attack (UF-CRA1): The
adversary is allowed to at most one signing query per message/ring pair
(mi, ρi).

The above two notions are formalized through the games

(n, κ,QSgn)-UF-CRARSig(A) and (n, κ,QSgn)-UF-CRA1RSig(A),

depicted below, where n is the number of users, κ is the maximal ring size, and
QSgn is an upper bound on the signing queries. We define the advantage functions
of adversary A as

Adv(n,κ,QSgn)-UF-CRA
RSig,A := Pr[(n, κ,QSgn)-UF-CRARSig(A)→ 1],

Adv(n,κ,QSgn)-UF-CRA1
RSig,A := Pr[(n, κ,QSgn)-UF-CRA1RSig(A)→ 1].

Games (n, κ,QSgn)-UF-CRARSig(A) and (n, κ,QSgn)-UF-CRA1RSig(A)
1: Q← ∅
2: par $←− Stp(κ)
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3: for i ∈ [n] do
4: (pki, ski) $←− Gen
5: end for
6: (σ∗, ρ∗,m∗) $←− ASgn(par, pk1, . . . , pkn)
7: return [[ρ∗ ⊆ ρ ∧ Ver(σ∗, ρ∗,m∗) = 1 ∧ (ρ∗,m∗) /∈ Q]]

Oracle Sgn(i ∈ [n], ρ,m)
1: if pki /∈ ρ then
2: return ⊥
3: end if
4: if (ρ,m) ∈ Q then
5: return ⊥ ▷ Prevent multiple signing queries on the same message

as per UF-CRA1
6: end if
7: σ $←− Sgn(ski, ρ,m)
8: Q← Q ∪ {(ρ,m)}
9: return σ

Another notion of unforgeability (weaker) as considered in [?] is Unforgeability
against fixed-ring attacks (UF-FRA). The adversary is restricted to make signing
queries with respect to the full ring ρ′ = {pk1, pk2, · · · , pkκ} and the forgery is also
required to verify with respect to ρ′. The
The advantage function is defined as

Adv(κ,QFRASgn)-UF-FRA
RSig,A := Pr[(κ,QFRASgn)-UF-FRARSig(A)→ 1],

We will define the game (κ,QFRASgn)-UF-FRARSig(A) in a similar manner as above.

Games (κ,QFRASgn)-UF-FRARSig(A)
1: Q← ∅
2: par $←− Stp(κ)
3: for i ∈ [κ] do
4: (pki, ski) $←− Gen
5: end for
6: (σ∗,m∗) $←− AFRASgn(par, pk1, . . . , pkκ)
7: return [[ρ′ ∧ Ver(σ∗,m∗) = 1 ∧m∗ /∈ Q]]

Oracle FRASgn(i ∈ [κ],m)
1: if pki /∈ ρ′ then
2: return ⊥
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3: end if
4: σ $←− Sgn(ski, ρ

′,m)
5: Q← Q ∪ {m}
6: return σ

3. Anonymity: We will consider the strongest anonymity notion for ring signatures,
i.e., anonymity under full key exposure considered in [?]. Intutively, this means
that the adversary should not be able to distinguish between the real signer and
the other ring members even if the secret keys of all the ring members are exposed.
The adversary is given the public keys, a signing oracle and it chooses a message
and two indices (before getting the secret keys). After this, the adversary gets the
secret keys of all the ring members and a challenge signature and have to guess
the index of the real signer. A natural extension of this notion is multi-challenge
anonymity under full key exposure (MC-Ano) where the adversary is given multiple
challenge signatures and have to guess the indices of the real signers for all the
challenges. The advantage function of the adversary is defined as

Adv(n,κ,QChl)-MC-Ano
RSig,A :=

∣∣∣∣Pr[(n, κ,QChl)-MC-AnoRSig(A)→ 1]− 1
2

∣∣∣∣ .
We will define the game (n, κ,QChl)-MC-AnoRSig(A) in a similar manner as above.

Game (n, κ,QCh1)-MC-AnoRSig(A)

1: par $←− Stp(κ)
2: for i ∈ [n] do
3: (pki, ski) $←− Gen
4: end for
5: b $←− {0, 1}
6: b′ $←− ACh1(par, (pk1, sk1), . . . , (pkn, skn))
7: return [b = b′]

Oracle Ch1(i0 ∈ [n], i1 ∈ [n], ρ,m)
1: if (ρ ⊆ {pk1, . . . , pkn}) ∧ (pki0 ∈ ρ) ∧ (pki1 ∈ ρ) then
2: σ

$←− Sgn(skbi
, ρ,m)

3: return σ
4: else
5: return ⊥
6: end if
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Ring Trapdoor Functions

In this chapter, we introduce the concept of ring trapdoor functions (RTDFs) and present
a construction based on the NTRU assumption. We will see how this definition general-
izes the notion of ring signatures and how it can be used to construct efficient and secure
ring signature schemes. The construction is based on the NTRU assumption, which is
a well-studied lattice-based assumption. We will also discuss the security properties of
our construction and how they relate to the underlying assumptions.

5.1 Definition of Ring Trapdoor Functions

5.1.1 Syntax

A ring trapdoor function RTDF is defined by five algorithms (Stp,Gen,Eval, Inv,Smp).

par
$←− Stp(κ): Given an upper bound, κ > 1 , on the ring size, the probabilistic

setup algorithm Stp returns system parameters par, where par defines the rangeR.
We assume that all algorithms are implicitly given access to the system parameters
par.

(a, t) $←− Gen(): The probabilistic key generation algorithm returns a as the de-
scription of a function fa : Da → R and t as some trapdoor information for fa.
Here, Da is the domain defined by the function descriptor a.

y ← Eval(ρ = {a1, · · · , ak}, x): Given a ring ρ = {a1, . . . , ak} such that k ≤ κ, and
an element x ∈ D where D is the domain specified by the ring ρ, the deterministic
evaluation algorithm Eval returns y ∈ R.

x
$←− Inv(t, ρ, y): Given a trapdoor t, a ring ρ = {a1, . . . , ak} such that k ≤ κ, an

element y ∈ R, the probabilistic inverse algorithm Inv returns an element x ∈ D.

x
$←− Smp(ρ = {a1, · · · , ak}): Given a ring ρ = {a1, . . . , ak} such that k ≤ κ, the

probabilistic sampling algorithm Smp returns an element x ∈ D.

22
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The function RTDF is formally denoted as fρ : D → R, where fρ(x) = Eval(ρ, x). The
inverse of the function is denoted as f−1

ρ : R → D, where f−1
ρ (y) = Inv(t, ρ, y). Let µ be

a function that maps a function description to its corresponding trapdoor: µ(a) = t.

5.1.2 Properties

1. Correctness: RTDF is δ(κ)-correct or has correctness error δ(κ) if ∀κ ∈ N, par $←−
Stp(κ), and {(ai, ti)}i∈[k] ∈ sup(Gen), and for any i ∈ [k] with k ≤ κ,

Pr
[
f−1

ρ (fρ(x)) ̸= x
]
≤ δ(κ).

where ρ := {a1, . . . , ak}, and the probability is taken over the random choices of
Stp, Gen, and Inv.

2. One-wayness without trapdoor: For any probabilistic adversary A, the ad-
vantage function of A in breaking the one-wayness of RTDF is defined as:

AdvOW(κ,k)
RTDF,A := max

k

(
Pr
[
OWRTDF

A (κ, k) = 1
])
,

where the security experiment OWRTDF
A (κ, k) is defined as follows:

Game OWRTDF
A (κ, k)

1: par $←− Stp(κ)
2: for i ∈ [k] do
3: (ai, ti) $←− Gen()
4: end for
5: ρ← {a1, . . . , ak}
6: y $←− R
7: x′ $←− A(par, ρ, y)
8: return 1 if Eval(ρ, x′) = y, else 0

The probability is taken over par $←− Stp(κ), (ai, ti) $←− Gen(), y $←− R, and A’s
randomness.

3. Domain Sampling: Let QSmp be the maximum number of sampling queries. For
any probabilistic adversary A, the advantage function of A in breaking the domain
sampling security of RTDF is defined as:

AdvDS(n,κ)
RTDF,A :=

∣∣∣∣Pr
[
DSRTDF

A (n, κ) = 1
]
− 1

2

∣∣∣∣
The security experiment DSRTDF

A (n, κ) is defined as follows:
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Game DSRTDF
A (n, κ)

1: par $←− Stp(κ)
2: for i ∈ [n] do
3: (ai, ti) $←− Gen()
4: end for
5: b $←− {0, 1}
6: b′ $←− ASample(par, {a1, . . . , an})
7: return [b′ = b]

Oracle Sample(ρ = {ai1 , . . . , aik
})

1: if k > κ or ∃a(a ∈ ρ ∧ a /∈ {a1, . . . , an}) then
2: return ⊥
3: end if
4: if b = 0 then
5: x

$←− Smp(ρ)
6: y ← Eval(ρ, x)
7: else
8: y

$←− R
9: end if

10: return y

The probability is over par $←− Stp(κ), (ai, ti) $←− Gen(), b $←− {0, 1}, A’s randomness,
and the responses from Sample.

4. Preimage Sampling: For any probabilistic adversary A, the advantage function
of A in distinguishing the output of Inv from the conditional distribution of Smp
is defined as:

AdvPS(n,κ)
RTDF,A :=

∣∣∣∣Pr
[
PSRTDF

A (n, κ) = 1
]
− 1

2

∣∣∣∣ ,
where the security experiment PSRTDF

A (n, κ) is as follows:

Game PSRTDF
A (n, κ)

1: par $←− Stp(κ)
2: for i ∈ [n] do
3: (ai, ti) $←− Gen()
4: end for
5: b $←− {0, 1}
6: b′ $←− AChallenge(par, {a1, . . . , an})
7: return [b′ = b]
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Oracle Challenge(ρ = {ai1 , . . . , aik
}, y ∈ R)

1: if k > κ or ∃a(a ∈ ρ ∧ a /∈ {a1, . . . , an}) then
2: return ⊥
3: end if
4: if b = 0 then
5: t

$←− {µ(a) | a ∈ ρ}
6: x

$←− Inv(t, ρ, y)
7: else
8: Sample x $←− Smp(ρ) until fρ(x) = y
9: end if

10: return x

The probability is over par $←− Stp(κ), (ai, ti) $←− Gen(), b $←− {0, 1}, A’s randomness,
and Challenge’s responses.

5. Anonymity: For any probabilistic polynomial-time adversary A, given a ring
{a1, · · · , an} with it’s trapdoors {t1, · · · , tn} and an inverse oracle OInv, chooses
an element x ∈ D and two indices. After this, the adversary gets a challenge output
y and have to guess the index of the original element. The advantage function of
the adversary is defined as

Adv(n,κ,QOInv)-MC-Ano
RTDF,A :=

∣∣∣∣Pr[(n, κ,QOInv)-MC-AnoRTDF(A)→ 1]− 1
2

∣∣∣∣ .
We will define the game (n, κ,QOInv)-MC-AnoRTDF(A), where n is the number of
users, κ is the maximal ring size, and QOInv is an upper bound on the challenges.
For simplicity, we can restrict the adversary to only query the inverse oracle on
the elements of the ring. The game is defined as follows:

Game (n, κ,QOInv)-MC-AnoRTDF(A)
1: par $←− Stp(κ)
2: for i ∈ [n] do
3: (ai, ti) $←− Gen
4: end for
5: b $←− {0, 1}
6: b′ $←− AOInv(par, (a1, t1), . . . , (an, tn))
7: return [b = b′]

Oracle OInv(i0 ∈ [n], i1 ∈ [n], ρ = {a1, . . . , ak≤n}, x)
1: if (ρ ⊆ {a1, . . . , an}) ∧ (ai0 ∈ ρ) ∧ (ai1 ∈ ρ) then
2: y ← Eval(ρ, x)
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3: return y
4: else
5: return ⊥
6: end if

5.2 Construction: NTRU-Based Ring Trapdoor Function

Our ring trapdoor function construction is defined over Rq and is instantiated with
the trapdoor generation algorithm TpdGen (as described in ANTRAG [ENS+23]) and the
preimage sampling algorithm PreSmp (as described in MITAKA [EFG+22]).

The setup algorithm Stp takes the maximal ring size κ and outputs the parameters
par = (κ, τ, β), where τ is the tail-cut parameter for Gaussian sampling, and β is the
norm bound. The function ψ sets an appropriate tailcut rate τ based on κ. For brevity,
we omit general parameters (e.g., ring dimension n, modulus q, Gaussian width s, trap-
door quality α) in Stp.

The domain D consists of (k + 1)-tuples (u1, u2, · · · , uk, v) ∈ Rk+1 with ℓ2 norm of
each element of R is bounded by β, where R = Z[x]

(xn+1) . The range R is the quotient ring
Rq = Zq [x]

(xn+1) .

The trapdoor generation algorithm TpdGen samples (f, g) from a discrete Gaussian dis-
tribution over R, computes h ≡ g · f−1 mod q, and outputs:

• A function description a = h, defining fh : R2 7→ Rq such that f(u, v) = h · u + v
mod q,

• A trapdoor t = (f, g).

The evaluation algorithm Eval computes Fρ(u1, u2, · · · , uk, v) where ρ = (h1, h2, · · · , hk).
The inversion algorithm Inv uses (fj , gj) to sample a preimage for y ∈ Rq. The sampling
algorithm Smp samples elements from the domain.

The construction is based on the NTRU assumption, and the security of the ring trap-
door function relies on the hardness of the underlying lattice problem.
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Stp(κ)
1: τ ← ψ(κ)
2: β ← τ · s ·

√
(κ+ 1)n

3: par ← (κ, τ, β) ∈ N× N× R
4: return par

Gen()
1: (f, g, h) $←− TpdGen(q, α)
2: a← h
3: t← (f, g)
4: return (a, t)

Eval(ρ = {h1, h2, · · · , hk}, x =
(u1, u2, · · · , uk, v) ∈ D)

1: y ←
∑k

i=1 hiui + v mod q ∈ Rq

2: return y

Inv(tj = (fj , gj), ρ = {h1, h2, · · · , hk}, y)
1: Require y ∈ Rq

2: Require k ≤ κ
3: Require ∃j ∈ [k] : µ(tj) ∈ ρ
4: for i ∈ [k] \ {j} do
5: ui

$←− DDi,s

6: end for
7: (uj , v) $←− PreSmp(Bfj ,gj

, s, y −∑
i ̸=j hiui)

8: x = (u1, u2, · · · , uk, v)
9: return x

Smp(ρ = {h1, h2, · · · , hk})
1: x $←− Dk+1

R,s

2: return x

5.2.1 Security Analysis

1. Correctness: The RTDF construction has correctness error δ(κ) if PreSmp suc-
ceeds with overwhelming probability. Formally, ∀κ ∈ N, par ← Stp(κ), {(ai, ti)} ←
Genk(),

Pr
[
f−1

ρ (fρ(x)) ̸= x
]
≤ δ(κ)

Proof. Let x = (u1, ..., uk, v) be sampled via Smp. The inversion succeeds if for
some y ∈ Rq:

Inv(tj , ρ, y)→ (u′
1, ..., u

′
k, v

′)

s.t.
k∑

i=1
hiu

′
i + v′ ≡

k∑
i=1

hiui + v mod q

From PreSmp’s specification, for the chosen j:

(fj , gj) allows solving hju
′
j + v′ ≡ y −

∑
i ̸=j

hiu
′
i mod q

The failure probability comes from:

• Gaussian tail bounds: Pr[∥x∥ > β] ≤ e−πτ2 via parameter choice
• PreSmp failure: ≤ 2−n as per [EFG+22]

Thus δ(κ) ≤ (k + 1)e−πτ2 + 2−n = negl(κ).
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2. One-Wayness under NTRU Assumption: For any probabilistic polynomial-
time (PPT) adversary A against the one-wayness of the RTDF construction, there
exists an NTRU distinguisher D such that:

AdvOW
RTDF,A(κ, k) ≤ AdvNTRU

D (κ) + negl(κ)

where q is the modulus and n the lattice dimension.

Proof. We construct an NTRU distinguisher D that simulates the one-wayness
game:

NTRU Distinguisher D
1: Receive challenge (h∗, y∗) where y∗ = h∗u+ v (NTRU sample) or y∗ $←−
Rq (random)

2: Generate public parameters ρ = {h1, ..., hk−1, h
∗} with (hi, ti)← Gen()

3: Run A(par, ρ, y∗) to obtain candidate preimage x′ = (u′
1, ..., u

′
k, v

′)
4: if

∑k
i=1 hiu

′
i + v′ ≡ y∗ mod q then

5: if h∗u′
k + v′ ≡ y∗ mod q then

6: return 1 (NTRU)
7: else
8: return 0 (random)
9: end if

10: else
11: return random bit b $←− {0, 1}
12: end if

Analysis:

• When y∗ is an NTRU sample, A’s view perfectly simulates the real one-
wayness game

• When y∗ is random, A succeeds only if collisions exist inRq, which is negligible

Thus D’s distinguishing advantage satisfies AdvNTRU
D ≥ AdvOW

A − negl(κ).

3. Domain Sampling Indistinguishability: For any PPT adversary A making
Q evaluation queries, the advantage in distinguishing real domain samples from
random satisfies:

AdvDS
RTDF,A(n, κ) ≤ Q

(
AdvNTRU + 1

2e
−πs2

)
where s is the Gaussian width parameter.

The security stems from two complementary properties:
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• NTRU Hardness: Individual product terms hiui in y = ∑
hiui + v look

random without trapdoors
• Gaussian Blinding: The noise v statistically "smoothes" any residual structure

through its exponential tail decay

We gradually replace real computations with random values:

• H0: Real world y = h1u1 + · · ·+ hkuk + v

• Hj: First j terms random y = r1 + · · ·+ rj + hj+1uj+1 + · · ·+ v

• HQ: Full randomization y = r1 + · · ·+ rk + v

Between adjacent hybrids Hj−1 and Hj:

• Computational Step: Distinguishing hjuj from random rj reduces directly to
NTRU assumption. If adversaries could spot this change, they could break
NTRU’s pseudorandomness.

• Statistical Step: The Gaussian noise v masks any "leftover" structure with
exponentially small error. Specifically, the smoothing lemma guarantees that
two distributions become statistically indistinguishable when s > ηϵ(Λ), the
lattice smoothing parameter.

Each hybrid transition contributes at most AdvNTRU + 1
2e

−πs2 advantage. After
Q queries, the total advantage grows linearly but remains negligible under proper
parameter choice.

Intuitively, each use of the sampler either “looks” like an NTRU-style product
(computationally) or is hidden by the Gaussian’s negligible tail (statistically), and
so even over Q queries the adversary gains at most Q times these small quantities.

4. Preimage Sampling Indistinguishability: For any PPT adversary A making
Qchal challenge queries, the advantage in distinguishing the outputs of the inversion
algorithm Inv from the sampling algorithm Smp is bounded by the number of
queries and the NTRU assumption.

5. Anonymity: Even with knowledge of all trapdoors, for any PPT adversary A
making Q queries:

AdvAno
RTDF,A(n, κ,Q) ≤ negl(κ)

Proof. The adversary’s advantage in distinguishing between two trapdoor func-
tions fi0 , fi1 is negligible. The proof relies on the following observations:

• The inversion equations∑hju
(b)
j +v(b) = y for b ∈ {0, 1} are equally satisfiable

• Gaussian re-randomization: For any uj , set u′
j = uj + δ with δ ∼ DR,s

preserves distribution
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• All (fi, gi) pairs have covariance ≤ s2I, making different trapdoors statisti-
cally indistinguishable

The adversary’s advantage arises only from hash collisions in Rq, which is neg-
ligible. The trapdoor functions are indistinguishable even with knowledge of all
trapdoors. Thus, the adversary’s advantage in distinguishing between two trap-
door functions is negligible.

In the next section, we will show how to construct a ring signature scheme using the ring
trapdoor function framework. The construction will be based on the NTRU assumption
and will inherit the security properties of the underlying RTDF. But first, let’s discuss the
motivation behind introducing ring trapdoor functions and how they relate to existing
cryptographic primitives.

5.2.2 Why Ring Trapdoor Functions?

We introduce an additional level of abstraction from ring signatures for the following
reasons:

1. It enables a deeper and more fine-grained understanding of the underlying primi-
tives.

2. Improvements at the primitive level propagate to ring signatures. For example,
increasing the number of users in a ring can be done in a black-box manner without
compromising security—something not possible at the ring signature level.

3. As a low-level primitive, RTDF serves as a foundation upon which other crypto-
graphic primitives can be built.

A literature survey reveals that a similar abstraction has been previously explored in
the context of ring signatures, notably in [BK10]. That work introduced a definition of
ring trapdoor functions and demonstrated that it implies ring signatures. However, it is
important to note that their definition is less flexible than the one proposed here. The
RTDF framework enables a more general formulation of ring trapdoor functions, capable
of capturing a broader class of constructions, including those not supported by the BK10
framework.

Consider the following definition of ring trapdoor functions from [BK10]:

Ring trapdoor functions. A family of (one-way) ring trapdoor functions is a col-
lection of functions T = {Tλ}λ∈N, where Tλ = {f : Xλ → Gλ}, X = {Xλ}λ∈N is a
collection of efficiently recognizable sets, and G = {Gλ}λ∈N is a collection of commuta-
tive groups, where group operations can be performed efficiently, such that

1. Sampling: Given 1λ, we can sample f ∈ Tλ.
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2. Zero: For every λ ∈ N there exists an efficiently recognizable element ξλ ∈ Xλ,
such that for all f ∈ Tλ it holds that f(ξλ) = 0.

3. Verifiability: For every λ ∈ N and every polynomial k, given any f1, . . . , fk ∈ Tλ,
any x1, . . . , xk ∈ Xλ, and any y ∈ Gλ, one can efficiently verify that ∑i∈[k] fi(xi) =
y.

4. Ring one-way: For every polynomial k, given f1, . . . , fk ← Tλ and y
$← Gλ,

it is computationally hard to find x1, . . . , xk ∈ Xλ such that ∑i∈[k] fi(xi) = y.
Formally, for any polynomial time adversary A, any polynomial t, it holds that

RingInvT
λ Adv[A] = Pr

∑
i∈[k]

fi(xi) = y : f1, . . . , fk ← Tλ, y
$← Gλ,

(x1, . . . , xk)← A(1λ, f1, . . . , fk, y)

 = negl(λ).

5. Trapdoor: Given 1λ, sample a function-trapdoor pair (f, td) such that the marginal
distribution of f is statistically indistinguishable from Tλ, and such that the fol-
lowing holds: For any polynomial k, given any f1, . . . , fk ∈ Tλ such that td1 is a
trapdoor for f1, and given any y ∈ Gλ, one can efficiently sample x1, . . . , xk ∈ Xλ

such that ∑i∈[k] fi(xi) = y. Furthermore, letting td2 be a trapdoor for f2, us-
ing td2 instead of td1 will result in a statistically indistinguishable distribution of
(td1, td2, x1, . . . , xt).

We denote the definition from [BK10] as BK10 and the one introduced in this work
as RTDF. The BK10 definition of ring trapdoor functions, while foundational, imposes
structural constraints that limit its generality and fails to capture constructions like
GANDALF.

In BK10, ring operations involve sampling k functions f1, . . . , fk from a collection Tλ

and computing the output as:
k∑

i=1
fi(xi) = y,

where each xi is sampled independently from a generic domain Xλ. This approach intro-
duces the following limitation: Evaluation occurs at the level of individual functions and
is then aggregated. In contrast, constructions like GANDALF require a single function Fρ

defined over a ring ρ of size k. The BK10 framework cannot support this, as it treats func-
tions separately with descriptors ai and trapdoors ti. The RTDF framework abstracts
evaluation to the input level, allowing the function Fρ(x1, . . . , xk) = ∑k

i=1 hi · ui + v
mod q. This generalization encompasses both the RTDF and BK10 notions.

Furthermore, while BK10 allows functions that are not efficiently computable but re-
quire efficient verification, RTDF defines a single function F over the ring that must be
both efficiently computable and verifiable. However, it does not require each individual
component function to be efficiently computable or verifiable. This distinction allows for
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a more general formulation of the ring trapdoor function. As a result, RTDF captures a
broader class of constructions, including those not feasible under BK10, such as GANDALF.

5.3 Ring Trapdoor Functions ⇒ Signature Scheme

Let RTDF = (Stp,Gen,Eval, Inv, Smp) be a ring trapdoor function with domain D and
range R, where k ≤ κ for the given maximal ring size κ. Let H : {0, 1}∗ → R be a hash
function. We construct the ring signature scheme RSig = (Stp,KeyGen, Sign,Verify) as
follows:

Stp(κ)
1: par $←− RTDF.Stp(κ)
2: return par

KeyGen()
1: par $←− Stp(κ)
2: (a, t) $←− RTDF.Gen()
3: pk := a, sk := t
4: return (pk, sk)

Sign(sk, ρ,m)
1: Input: Trapdoor sk = ti for some ai ∈ ρ = {a1, . . . , ak}
2: y ← H(m)
3: x $←− RTDF.Inv(ti, ρ, y)
4: return σ := x

Verify(ρ,m, σ)
1: y ← H(m)
2: y′ ← RTDF.Eval(ρ, σ)
3: return 1 if y′ = y, else 0

Correctness: For all κ ∈ N, all rings ρ = {a1, . . . , ak} with k ≤ κ, all messages
m ∈ {0, 1}∗, and all (pk, sk)← KeyGen() where pk ∈ ρ, we have:

Pr [Verify(ρ,m,Sign(sk, ρ,m)) = 1] = 1

5.3.1 GANDALF: Ring Signature Construction from Lattices

The ring signature construction Gandalf is defined over Rq and instantiated with a
trapdoor generation algorithm TpdGen and a preimage sampler PreSmp. The setup algo-
rithm Stp takes as input the maximum ring size κ and outputs the system parameters.
The function ψ sets an appropriate tailcut rate τ based on κ. Function H : {0, 1}∗ → Rq.
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Stp(κ)
1: τ := ψ(κ)
2: β := τ · s ·

√
(κ+ 1)N

3: par := (κ, τ, β) ∈ N× R× R
4: return par

Gen
1: (f, g, h) $←− TpdGen(q, α)
2: sk := (f, g) ∈ Rq ×Rq

3: pk := h ∈ Rq

4: return (sk, pk)
Sgn(sk, ρ,m)

1: parse sk → (f, g)
2: parse ρ→ (h1, . . . , hκ)
3: require k ≤ κ
4: require ∃j ∈ [k] : µ(sk) = hj

5: for i ∈ [k] \ {j} do

6: ui ←$ DZN ,s,0
7: ci := ui ∗ hi ∈ Rq

8: end for
9: h := H(m, ρ) ∈ Rq

10: cj := h−
∑

i∈[k]\{j} ci

11: (uj , v)←$ PreSmp(Bf,g,s, cj)
12: σ := (u1, . . . , uk, v)
13: return σ

Ver(σ, ρ,m)
1: parse σ → (u1, . . . , uk, v)
2: parse ρ→ (h1, . . . , hk)
3: v := H(m, ρ)−∑i∈[k] ui ∗ hi

4: if ∥(u1, . . . , uk, v)∥2 ≤ β then
5: return 1
6: else
7: return 0
8: end if

Correctness:The ring signature scheme Gandalf is δ(κ)-correct where

δ(κ) = τ (κ+1)N · e
(κ+1)N

2 (1−τ2),

with τ > 1.

Proof. For i ∈ [k] and k ≤ κ let (ski, pki) ∈ sup(Gen), ρ := {pk1, . . . , pkk}, and τ > 1.
We have:

Pr[Ver(Sgn(ski, ρ,m), ρ,m) ̸= 1] = Pr[∥(u1, . . . ,uk,v)∥2 > β]

= Pr[∥(u1, . . . ,uk,v)∥2 > τs
√

(κ+ 1) ·N ]

< τ (κ+1)N · e
(κ+1)N

2 (1−τ2).

The scheme is unforgeabile under the UF-CMA security model described previously.
The security of the scheme relies on the hardness of the underlying lattice problem,
specifically the Ring-LWE and Ring-SIS problems. The security of the scheme is also
based on the assumption that the hash function H is a random oracle, which is a common
assumption in cryptographic constructions. For anonymity, the scheme is designed to
ensure that the identity of the signer remains hidden and is bounded by the number of
challenge queries made by the adversary.
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Appendix A

Variants of Signatures

Let us overview some other signature scheme variants that are similar to ring signatures.
In this chapter, we will look at group signatures and threshold signatures.

A.1 Group Signatures

In the group signature setting introduced by [CVH91], a group of users can sign mes-
sages on behalf of the group. The signature does not reveal the identity of the signer,
but it can be verified that the signature was generated by a member of the group. The
group manager can open the signature and reveal the identity of the signer. Associated
to the group is a single signature-verification key gpk called the group public key. Each
group member i has its own secret signing key based on which it can produce a signature
relative to gpk. The core requirements are that the group manager has a secret key gmsk
based on which it can, given a signature σ, extract the identity of the group member
who created σ (traceability) and on the other hand an entity not holding gmsk should
be unable, given a signature σ, to extract the identity of the group member who created
σ (anonymity).

Ring signatures differ from group signatures in two fundamental aspects. First, they
provide unconditional signer anonymity—there is no mechanism to trace or revoke the
anonymity of a specific signature. Second, ring signatures require no centralized setup;
any arbitrary set of users can be dynamically selected to form a signing ring without
prior coordination or system initialization.

A.1.1 Syntax

A group signature scheme consists of five polynomial-time (PPT) algorithms:

• Setup(1κ) → (gpk,msk): Generates group public key gpk and manager secret key
msk.

• Join(gpk,msk, i)→ ski: Issues secret signing key ski for member i.

37
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• Sign(gpk, ski,m)→ σ: Produces signature σ on message m using member i’s key.

• Verify(gpk,m, σ)→ {0, 1}: Outputs 1 if σ is valid for m, else 0.

• Open(gpk,msk, σ)→ i: Traces signer identity i from σ.

A.1.2 Properties

1. Anonymity: Given a message and its signature, the identity of the individual
signer cannot be determined without the group manager’s secret key. The scheme
is anonymous if no PPT adversary A can link signatures to signers. Formally, we
define the following security game

Security game AnonA(κ):
1: (gpk,msk)← Setup(1κ)
2: A(1κ, gpk)
3: while A queries oracles do
4: Serve Join, Sign, or Open requests
5: end while
6: (m, i0, i1)← A
7: b $←− {0, 1}
8: σ ← Sign(gpk, skib

,m)
9: b′ ← A(σ)

10: return 1 if b′ = b, else 0

The scheme satisfies anonymity if for all PPT A:

AdvAnon
A (κ) =

∣∣∣∣Pr[AnonA(κ) = 1]− 1
2

∣∣∣∣ ≤ negl(κ).

2. Traceability: Given any valid signature, the group manager should be able to
trace which user issued the signature. This can be formalised by the following
security game.

Security game TraceA(κ):
1: (gpk,msk)← Setup(1κ)
2: Initialize corruption set C ← ∅
3: A(1κ, gpk)
4: while A interacts do
5: if Join query for i then
6: ski ← Join(gpk,msk, i)
7: C ← C ∪ {i}
8: end if
9: Serve Sign queries
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10: end while
11: (m∗, σ∗)← A
12: i∗ ← Open(gpk,msk, σ∗)
13: return 1 if:

• Verify(gpk,m∗, σ∗) = 1
• i∗ /∈ C

The scheme is traceable if Pr[TraceA(κ) = 1] ≤ negl(κ).

3. Non-Frameability: The scheme should be non-frameable, meaning that even if
all other group members (and the managers) collude, they cannot forge a signature
for a non-participating group member. This is formalized by the following security
game. The adversary A is allowed to issue Join queries for users of its choice,
and it can also issue Sign queries for messages of its choice. The adversary is not
allowed to issue Open queries for signatures it has created. The adversary wins if
it outputs a valid signature σ∗ on a message m∗ and the group manager is able to
open σ∗ and identify the signer i∗. The adversary wins if i∗ is not in the set of
users that it issued Join queries for and i∗ did not sign m∗.

Security game FrameA(κ):
1: (gpk,msk)← Setup(1κ)
2: Initialize honest set H ← ∅
3: A(1κ, gpk,msk)
4: while A interacts do
5: if Join query for i then
6: ski ← Join(gpk,msk, i)
7: H ← H∪ {i}
8: end if
9: Serve Sign queries

10: end while
11: (m∗, σ∗)← A
12: i∗ ← Open(gpk,msk, σ∗)
13: return 1 if:

• Verify(gpk,m∗, σ∗) = 1
• i∗ ∈ H and i∗ didn’t sign m∗

The scheme is non-frameable if Pr[FrameA(κ) = 1] ≤ negl(κ).
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A.2 Threshold Signatures
In a (t, n)-threshold signature scheme, any subset of t out of n participants can collab-
oratively generate a valid signature, while no coalition of fewer than t parties can forge
signatures. Unlike group signatures, threshold schemes provide collective authorization
without any tracing capability.

A.2.1 Syntax

A (t, n)-threshold signature scheme comprises four PPT algorithms:

• KeyGen(1κ, t, n) → (pk, {ski}ni=1): Generates public key pk and secret shares ski

for n parties.

• SignShare(ski,m) → σi: Produces partial signature σi from share ski on message
m.

• Combine({σi}i∈S ,m)→ σ: Combines t valid partial signatures into final signature
σ, where |S| ≥ t.

• Verify(pk,m, σ)→ {0, 1}: Validates σ against m under pk.

A.2.2 Properties

1. Unforgeability: The scheme is unforgeable if no PPT adversary can produce a
valid signature without having access to at least t shares. The advantage of an
adversary A in breaking unforgeability is defined as:

AdvUF
A (κ) =

∣∣∣∣Pr[TS-UFA(κ) = 1]− 1
2

∣∣∣∣ ≤ negl(κ).

The unforgeability game is defined as follows:

Security game TS-UFA(κ):
1: (pk, {ski}ni=1)← KeyGen(1κ, t, n)
2: C ← A(pk)
3: Initialize Q ← ∅
4: while A adaptively queries SignShare(mj) do
5: σi ← SignShare(ski,mj) for i /∈ C
6: Q ← Q∪ {mj}
7: end while
8: (m∗, σ∗)← A
9: return [[Verify(pk,m∗, σ∗) = 1 ∧m∗ /∈ Q]]

2. Robustness: The scheme is robust if it guarantees that any set of t honest parties
can produce a valid signature. This means that even if some parties are corrupted,
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the remaining honest parties can still generate a valid signature. The robustness
game is defined as follows:

1: (pk, {ski}ni=1)← KeyGen(1κ, t, n)
2: S ⊆ [n] with |S| ≥ t
3: {σi ← SignShare(ski,m)}i∈S

4: σ ← Combine({σi}i∈S ,m)
5: return 1 if Verify(pk,m, σ) = 0

Scheme is robust if Pr[Output 1] = 0.

Throughout, we assume a standard honest-majority model: typically one takes n ≥ 2t+1,
so that at most t− 1 parties can be corrupted. We also assume that all public keys pki

are certified (via a PKI) and that communication is private and authenticated between
parties. These assumptions ensure that the adversary cannot forge signatures or modify
honest parties’ communications.

In this chapter, we have discussed two variants of signature schemes: group signatures
and threshold signatures. Group signatures allow a group of users to sign messages on
behalf of the group, while threshold signatures enable a subset of participants to collab-
oratively generate a valid signature. Both schemes are closely related to ring signatures,
but they have different properties and use cases. A natural question to ask is whether we
can use the framework defined in this thesis to construct and generalize these schemes.
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