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A generic framework for constructing efficient ring signature schemes 
through novel cryptographic abstractions.
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• Unforgeability: One 𝑠𝑘𝑖 is needed to generate 𝜎.

• Anonymity: Given 𝜎 and 𝜌, it is not possible to identify who signed.

10



11



• Originally introduced as a mechanism to protect whistle-blowers.

12



• Originally introduced as a mechanism to protect whistle-blowers.

• Currently used in electronic voting systems.

13



• Originally introduced as a mechanism to protect whistle-blowers.

• Currently used in electronic voting systems. 

• Primitive behind cryptocurrencies such as Dash & Monero.
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• 𝜎 ← 𝑆𝑔𝑛 𝑠𝑘, 𝜌, 𝑚 : Given a secret key 𝑠𝑘, a ring 𝜌 = {𝑝𝑘₁, … , 𝑝𝑘ₖ} such that the public key 𝑝𝑘 
corresponding to 𝑠𝑘 satisfies 𝑝𝑘 ∈  𝜌 and 𝑘 ≤  𝜅, and a message 𝑚 ∈  𝑀, the probabilistic signing 
algorithm 𝑆𝑔𝑛 returns a signature 𝜎 from a signature space 𝑆.
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• 𝜎 ← 𝑆𝑔𝑛 𝑠𝑘, 𝜌, 𝑚 : Given a secret key 𝑠𝑘, a ring 𝜌 = {𝑝𝑘₁, … , 𝑝𝑘ₖ} such that the public key 𝑝𝑘 
corresponding to 𝑠𝑘 satisfies 𝑝𝑘 ∈  𝜌 and 𝑘 ≤  𝜅, and a message 𝑚 ∈  𝑀, the probabilistic signing 
algorithm 𝑆𝑔𝑛 returns a signature 𝜎 from a signature space 𝑆.

• 𝑏 ←  𝑉𝑒𝑟(𝜎, 𝜌, 𝑚): Given a signature 𝜎, a ring 𝜌, and a message 𝑚, the deterministic verification 
algorithm 𝑉𝑒𝑟 returns a bit 𝑏 ∈  {0, 1}.
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RSig Properties—Correctness

RSig is 𝛿(𝜅)-correct if ∀𝜅 ∈ ℕ, 𝑝𝑘𝑖 , 𝑠𝑘𝑖 𝑖∈[𝑘] ∈ sup(𝐺𝑒𝑛), and for 
any 𝑖 ∈  [𝑘] with 𝑘 ≤  𝜅,

Pr[ Ver Sgn 𝑠𝑘𝑖 , 𝜌, 𝑚 , 𝜌, 𝑚 ≠  1]  ≤  𝛿(𝜅)

where 𝜌 ∶= {𝑝𝑘1, ⋯ , 𝑝𝑘𝑘}.
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exist an adversary that can forge a signature 𝜎∗ on a message 𝑚∗ and a 
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Unforgeability under Chosen Ring Attack (UF-CRA)

Given a target set of public keys 𝜌 =  {𝑝𝑘1, 𝑝𝑘₂, … , 𝑝𝑘𝑛}, there doesn’t 
exist an adversary that can forge a signature 𝜎∗ on a message 𝑚∗ and a 
ring 𝜌∗ ⊆  𝜌.

The adversary is allowed to make adaptive signing queries on a 
message 𝑚𝑖  and ring 𝜌𝑖, as long as the ring contains at least one of the 
supplied keys from 𝜌.
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Anonymity under Full Key Exposure

• Any adversary cannot distinguish the real signer from other ring members, even if 
all their secret keys are exposed.

• The adversary is given:
• Public keys,

• Access to a signing oracle,

• A message and two indices (before getting secret keys).

• Then, the adversary receives:
• Secret keys of all ring members,

• A challenge signature.

Guess the index of the real signer.
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New Level of Abstraction

1. Foundational Insight
Enables fine-grained analysis of ring signature components and their 
security dependencies.

2. Modular Improvement
Permits black-box enhancements (e.g., ring size scaling) without 
protocol redesign.

3. Primitive Reusability
Provides building blocks for other anonymity-preserving 
cryptosystems
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𝑃𝜃

Input: 𝑥 𝑦 = 𝑓(𝑥)

𝑓

Function

𝑃𝜃

𝑦 = 𝑓(𝑥)𝑓−1

Inverse 
Function

𝑥:  𝑓 𝑥 = 𝑦

𝑡𝑟𝑎𝑝𝑑𝑜𝑜𝑟
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Preimage Sampleable Trapdoor Function

Domain Range

𝑥

𝑦

𝑓−1

• Sample inputs so their outputs look random.

• Given an output and the trapdoor, produce a matching input that looks like a real, random input.

• But without the trapdoor, you can’t figure out the input — it’s still a one-way function.
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Ring Preimage 
Sampleable Trapdoor Function
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• 𝑥 ←  𝑆𝑚𝑝(𝜌 = {𝑎1, … , 𝑎𝑘}): Given ring 𝜌, returns a sampled 𝑥 ∈  𝐷.
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1. Correctness: If you evaluate a value with the ring function and then invert it using the trapdoor, 
you get a valid preimage of the output.
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using the trapdoor or sampled directly and conditioned to match the output.
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1. Correctness: If you evaluate a value with the ring function and then invert it using the trapdoor, 
you get a valid preimage of the output.

2. One-wayness without trapdoor: Without knowing any trapdoor, it's hard for a ppt adversary to 
find an input that maps to a given output under the ring function.
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shouldn’t be able to tell which trapdoor was used to invert the function.
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Summary
• Introduced a novel abstraction—Ring Trapdoor Functions (RTDFs)—to construct efficient ring 

signature schemes, especially in lattice-based settings.

• Clearly defined RTDF syntax and security properties, supported by game-based concrete security 
proofs.

• RTDF framework provides a more flexible and expressive model than the earlier BK10 definition, 
enabling support for advanced constructions like GANDALF.

• RTDF allows improvements (e.g., scaling ring size) at the primitive level, propagating to ring 
signatures without redesign.

• RTDF serves as a building block for other anonymity-preserving primitives, promoting primitive 
reusability in cryptographic design.
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