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* Unforgeability: One sk; is needed to generate a.

* Anonymity: Given g and p, it is not possible to identify who signed.
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* Originally introduced as a mechanism to protect whistle-blowers.
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* Originally introduced as a mechanism to protect whistle-blowers.

e Currently used in electronic voting systems.
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l‘u,li MONERO Community Crowsfunding  Wulnerabifcy Responsecs  Translate g Erglish -

Get Started- Downloads Elog Community - Resources-
Moneropedia
Ring Size
The Basics

Ring size refers o the tatal aumber of signers in a ring slgu:ure'n. Bafora release
0120 "Beryliurn Bullet”, it was posdible ta select an arbitrasy number of igners. '
With releaze 0,13, it wad decided to 2et this number to 11 te enleros transaction ‘

urifarrmity.
Ring size (16} = fereign outputs (15) + your output (1)

Faoreign outputs are typically called "decoys,” and the number of decoys was
previausly called the "mixin® size

a Back ta the Maneropedia

* Originally introduced as a mechanism to protect whistle-blowers.
e Currently used in electronic voting systems.

* Primitive behind cryptocurrencies such as Dash & Monero.
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A ring signature scheme RSig is given by four algorithms (Stp, Gen, Sgn, Ver):

* par < Stp(x): Given an upper bound, k > 1, on the ring size, the probabilistic setup algorithm
Stp returns system parameters par, where par defines a message space M. We assume that all
algorithms are implicitly given access to the system parameters par.

* (pk,sk) < Gen:The probabilistic key generation algorithm returns a secret key sk and a
corresponding public key pk.

0 « Sgn(sk,p,m): Given a secret key sk, aring p = {pky, ..., pky} such that the public key pk
corresponding to sk satisfies pk € pand k < Kk, and a message m € M, the probabilistic signing
algorithm Sgn returns a signature o from a signature space S.

* b « Ver(o,p, m): Given a signature g, a ring p, and a message m, the deterministic verification
algorithm Ver returnsa bitb € {0, 1}.
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RSig Properties—Correctness

RSig is 8 (k)-correct if Vi € N, {(pk;, sk;)}icjx) € sup(Gen), and for
anyi € |k]lwithk < kK,

Pr[ Ver (Sgn(sk;, p,m),p,m) = 1] < §(k)

where p := {pkq, -, pk;}.
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Unforgeability under Chosen Ring Attack (UF-CRA)

Given a target set of public keys p = {pk4,pk,, ..., vk, }, there doesn’t
exist an adversary that can forge a signature 6™ on a message m™ and a

ring p* C p.

Advier % UECRY = Pr((n, K, Qsgn)-UF-CRARsig (A) — 1],

The adversary is allowed to make adaptive sighing queries on a
message m; and ring p;, as long as the ring contains at least one of the
supplied keys from p.
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Anonymity under Full Key Exposure

* Any adversary cannot distinguish the real signer from other ring members, even if
all their secret keys are exposed.

* The adversary is given:
* Public keys,
* Access to a signing oracle,
* A message and two indices (before getting secret keys).

* Then, the adversary receives:
* Secret keys of all ring members,
* A challenge signature.

Guess the index of the real signer.
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New Level of Abstraction

1. Foundational Insight
Enables fine-grained analysis of ring sighature components and their
security dependencies.

2. Modular Improvement
Permits black-box enhancements (e.g., ring size scaling) without
protocol redesign.

3. Primitive Reusability
Provides building blocks for other anonymity-preserving
cryptosystems
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Preimage Sampleable Trapdoor Function

e Sample inputs so their outputs look random.
* Given an output and the trapdoor, produce a matching input that looks like a real, random input.

* But without the trapdoor, you can’t figure out the input — it’s still a one-way function.



Ring Preimage
Sampleable Trapdoor Function
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RTDF Syntax

An RTDF is defined by five algorithms: (Stp, Gen, Eval, Inv, Smp)

par < Stp(k): Given k > 1, the setup algorithm returns system parameters par, which define
the range R.

(a,t) < Gen(): Return
* a:description of function f,: D, — R.Domain D, is defined by a.
* t:trapdoor for f,.

y <« Eval(p = {a4, ..., ax}, x): Givenring p and input x € D, returnsy € R deterministically.

x « Inv(t,p,y): Given trapdoor ¢, ring p,andy € R, returnsx € D probabilistically.

x « Smp(p = {aq, ..., ax}): Givenring p, returns a sampled x € D.
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1. Correctness: If you evaluate a value with the ring function and then invert it using the trapdoor,
you get a valid preimage of the output.

2. One-wayness without trapdoor: Without knowing any trapdoor, it's hard for a ppt adversary to
find an input that maps to a given output under the ring function.

3. Domain Sampling: An adversary should not be able to tell whether a value came from the ring
function’s real input-output process or was just randomly chosen from the output space.

4. Preimage Sampling: An adversary shouldn’t be able to tell whether a preimage was generated
using the trapdoor or sampled directly and conditioned to match the output.

5. Anonymity: Even if the adversary knows all trapdoors and can make inverse queries, they
shouldn’t be able to tell which trapdoor was used to invert the function.
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One-wayness without trapdoor

Advgﬁéﬁzi} = 111;:14:{ (Pr lOWiTDF(H, k) = ID

Game OWETDF(J{, k)
. par & Stp(k)
: for i € [k] do

(ai, ti) < Gen()
end for

A

Y i R
I" i A(pﬂ‘;?‘, P, 3,:')

e I C

8: return 1 if Eval(p,2') = y. else 0

Without knowing any trapdoor, it's hard for a ppt adversary to find
an input that maps to a given output under the ring function.
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Domain Sampling
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]
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\

Game DSE[TDF(-n, K)

—_—

. par & Stp(k)
for i € [n] do

(ai, t;) il Gen()
end for

=
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v
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=
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. $
6: b < A>2Ple(par, {a1,...,an})
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Domain Sampling

DS(n.k) .
AdVRTDF,A =

Game DSE[TDF(-n, K)

1: par & Stp(k)

=

o

for i € [n] do
(a;,t;) i Gen()
end for

YL A>2mPle(par. {a;

f

. return [’ = b

lllll

\

Pr [DSiTDF(n*_ K) = 1} i

|

]

(Oracle Sample(p = {a;,, ..., ai,})
I: if k >kordalaephad¢a,...,a,}) then
2 return |

3: end if

4: if b= 0 then

5: x & Smp(p)

6: y < Eval(p, x)

i else

8: Y ERr

9: end if

: return y

An adversary should not be able to tell whether a value came from the ring function’s real
input-output process or was just randomly chosen from the output space.
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Preimage Sampling

|

9

PS(n,x) .
AdVRTDF,A =

Pr {PSﬁTDF(n._ K) = 1}

An adversary shouldn’t be able to tell whether a preimage was generated using the
trapdoor or sampled directly and conditioned to match the output.



Preimage Sampling

Pr {PSETDF(:Q,_ K) = 1} _ l

]

PS(n,x) .
AdVRTDF,A *

~N

Game PSETDF(H.,H:}
. par il Stp(k)

: for i € [n] do

3 (a;, t;) i Gen()

4: end for

5. b < {0,1)

6: o & AChallenge (yqr L1 ay,})

_ 7 return [’ = b] )

b

An adversary shouldn’t be able to tell whether a preimage was generated using the
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Preimage Sampling

PS(n,x) .
AdVRTDF,A =

Game PSETDF(H, K)

1: par & Stp(k)

e

v o Lo

=J

for i € [n] do

(a;, t;) il Gen()
end for
b 0,1}

Y i _/Challenge (par, {511: .. :aﬂ}]
. return [0 = b]

~N

Pr {PSETDF(:Q,_ K) = 1} _ -

|

]

(Oracle Challenge(p = {ai,,....a;, },y € R)

I if k>kor dalaephad{ay,...,a,}) then
2 return L

3. end if

4. if b=0 then

5 ti{,u(a} | a € p}

6: x & Inv(t, p, y)

7. else

8: Sample x i Smp(p) until f,(x) =y
9: end if

J

\1[]: return xr

An adversary shouldn’t be able to tell whether a preimage was generated using the
trapdoor or sampled directly and conditioned to match the output.
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Anonymity

(n.6.Qoiny )-MC-Ano i
Adv 5

RTDE A = [Pr[(n, Kk, Qolny )-MC-Anogrpr(A) — 1] —

Even if the adversary knows all trapdoors and can make inverse queries, they shouldn’t be able to
tell which trapdoor was used to invert the function.
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Anonymity

Ad‘fgi%gi'f")_klc_mm = |Pr[(n, &, Qoiny)-MC-Anorrpr(A) — 1] —

(Game (1, K, QOtny )-MC-Anorrpr(A) A

1: par \i Stp(k)

2: for i € [n] do

55 (a;,t;) ai Gen

4: end for

5. b < {0,1)

6: O & AC (par, (a1, t1), ..., (an,tn))

7. return [b = b']
g ,

Even if the adversary knows all trapdoors and can make inverse queries, they shouldn’t be able to

tell which trapdoor was used to invert the function.

1
2
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Anonymity

, M-/ , 1
Adv%’%?ﬁ'{“") MC-Ano, Pr[(n, &, Qoiny)-MC-Anogrpr(A) = 1] — 5
(Game (1, K, QOtny )-MC-Anorrpr(A) R 4 L
5 Oracle Olnv(ig € [n],i; € [n],p={a1,...,ar<n}, 1)
1: par < Stp(k ‘ ~ - - <
). ?3; i e [-n?(ggm 1: if (p C {a1,...,an}) A(ai, € p) A (ai, € p)
B § 2 y + Eval(p, x)
55 (a;,t;) < Gen 3 return y
4: end for . ‘
v i 0. 1) 5 ) Sieturn 1
6: o & A (par, (ay,t1). ... (an,tn)) s
6: end if
7. return [b = b'] \_
. J

Even if the adversary knows all trapdoors and can make inverse queries, they shouldn’t be able to
tell which trapdoor was used to invert the function.
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RTDF.Stp(k) — par

Stp

|

sk

1]

1. Hm)->y€ER

2.

RTDF.Inv(sk, p,y) = x

Sign
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RTDF.Gen() = (a,t)
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KeyGen
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Sign
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RTDF.Stp(k) — par

Stp

|

sk

1]

1. Hm)->y€ER
2. RTDF.Inv(sk,p,y) = x
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Sign
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VIS S
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RTDF.Gen() = (a,t)
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KeyGen

114

Sign

(pk, sk)
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RTDF.Stp(k) — par

Stp

|

sk

1]

1. Hm)->y€ER
2. RTDFEInv(sk,p,y)— x
3. o0=x

Sign

par

VIS S

Stp(k) — par
RTDF.Gen() = (a,t)
pk =a

sk =t

N8

KeyGen

H(m) -y

Sign

(pk, sk)
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RTDF.Stp(k) — par

Stp

|

sk

1]

1. Hm)->y€ER
2. RTDFEInv(sk,p,y)— x
3 o:=x

Sign

par

111

1.  Stp(k) = par
2. RTDF.Gen() - (a,t)
3. pk =a
4, sk =t
KeyGen
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Sign
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RTDF.Stp(k) — par

Stp

|

sk

1]

1. Hm)->y€ER
2. RTDF.Inv(sk,p,y) = x
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Sign
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111

1.  Stp(k) = par
2. RTDF.Gen() - (a,t)
3. pk =a
4, sk =t

KeyGen
1. Him)-y
2. RTDF.Eval(p,0) = y'
3. Checky =1y’

Sign

(pk, sk)

I

Accept | Reject
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summary

* Introduced a novel abstraction—Ring Trapdoor Functions (RTDFs)—to construct efficient ring
signature schemes, especially in lattice-based settings.

* Clearly defined RTDF syntax and security properties, supported by game-based concrete security
proofs.

* RTDF framework provides a more flexible and expressive model than the earlier BK10 definition,
enabling support for advanced constructions like GANDALF.

* RTDF allows improvements (e.g., scaling ring size) at the primitive level, propagating to ring
signatures without redesign.

* RTDF serves as a building block for other anonymity-preserving primitives, promoting primitive
reusability in cryptographic design.
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